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1. Limited data availability for sensitive personal (Life & 
Health) data in practice (e.g., nFADP, 1 September 2023)

2. For sufficiently large and dense datasets, ML/DL 
methods outperform traditional models, creating value 
for policyholders and insurance companies

3. Privacy preserving methods can help to access data

Key take-aways
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Agenda

• Creation of synthetic health datasets

• Introducing 3 models to create health risk scores: Logistic regression, Cox regression, neural networks

• Homomorphic encryption

Paper and code soon available at actuarialdatascience.org
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(Publicly) available health datasets

• CPRD, https://cprd.com/data

• MIMIC, https://physionet.org/about/database/

• IPUMS, https://healthsurveys.ipums.org/

• NHANES, https://www.cdc.gov/nchs/nhanes/

• Nightingale, https://docs.nightingalescience.org/

• UK Biobank, https://www.ukbiobank.ac.uk/

• IHME, https://ghdx.healthdata.org/

• …

• See also longitudinal study for other health datasets

• Often, access is restricted to academic institutions and/or 
limited to a pre-defined research topic

• Data volumes (and density) rather too low for ML

• Access to more data sources (e.g., hospitals, GPs, 
insurance companies, etc.) – in a privacy preserving 
manner – is needed 

https://cprd.com/data
https://physionet.org/about/database/
https://healthsurveys.ipums.org/
https://www.cdc.gov/nchs/nhanes/
https://docs.nightingalescience.org/
https://www.ukbiobank.ac.uk/
https://ghdx.healthdata.org/
https://en.wikipedia.org/wiki/Longitudinal_study
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Health risk scores, e.g., QRISK3 providing 10-year risk of a cardio-vascular disease (CVD)

5Source: qrisk.org
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Relative risk with respect to a reference person of same age, gender
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Various risk factors like BMI, systolic blood pressure (SBP) impact relative risk
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Various risk factors like BMI, systolic blood pressure (SBP) impact relative risk
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Creation of a synthetic health dataset
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Creation of a synthetic health dataset
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…
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Creation of a synthetic health dataset
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…
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…

Model 1: Logistic regression/generalized linear model (GLM)

12

Odds/log-odds

Odds ratios
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Model 2: Cox regression
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From hazard rates to 10-year risk

Hazard ratios …
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Model 3: Neural networks
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…
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Model performance
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Model performance
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Asymmetric cryptography (public/private key)
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• Create a shared secret s for symmetric encryption (stream ciphers: Salsa20, RC4, …, block ciphers: AES, DES, RC5, …):

Alice: “Secret message”   ->  𝑚 ∈ (ℤ/2ℤ)𝑛 ->    𝑚+ 𝑓 𝑠 =>      Bob: 𝑚+ 𝑓 𝑠 + 𝑓 𝑠 ->    “Secret message”
or 𝑓 𝑚, 𝑠 or 𝑓 𝑓 𝑚, 𝑠 , 𝑠

• Some examples:

1. RSA (Rivest, Shamir, Adleman, 1977): Factoring large integers n = pq (n public, p, q private)

2. ElGamal (1985): Discrete logarithm, (multiplicative) group 𝐺, usually 𝐺 ⊂ (ℤ/𝑝ℤ)∗ =:𝔽𝑝
∗ of order q = (p-1)/2 with generator g,

solve x = logg h (g, 𝐺, h public, x private)

3. Elliptic curves methods (1985): Discrete logarithm, where group 𝐺 is based on elliptic curves

4. Lattice based methods, e.g., LWE (“learning with errors”, 2005): Solve 𝐴𝑥 + 𝜀 = 𝑏mod𝑞 for 𝑥 ∈ (ℤ/𝑞ℤ)𝑛, where 𝐴 is drawn uniformly 
from (ℤ/𝑞ℤ)𝑚×𝑛, 𝜀 ∈ [−𝑞/4, 𝑞/4]𝑚 is drawn from a “non-trivial” distribution 𝜒, and 𝑏 ∈ (ℤ/𝑞ℤ)𝑚 (𝑏, 𝑞, 𝐴 public, 𝑥 private)

5. Many more examples from NIST standardization proposals for post-quantum cryptography (factorization and discrete logarithm can 
be calculated very efficiently on quantum computers), e.g., CRYSTALS, 2018, while SIKE had to be removed from the list in August 
2022.

https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-cryptography-standardization
https://arstechnica.com/information-technology/2022/08/sike-once-a-post-quantum-encryption-contender-is-koed-in-nist-smackdown/
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RSA
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• RSA, 1977 based on Euler theorem: 𝑚𝜑(𝑛) = 1mod𝑛 for gcd 𝑚, 𝑛 = 1, where 𝜑 𝑛 = #(ℤ/𝑛ℤ)* (Euler’s totient function)

− 𝑛 = 𝑝 = 7, 𝜑 𝑝 = 𝑝 − 1

− 𝑛 = 𝑝𝑞 = 15, 𝜑 𝑝𝑞 = (𝑝 − 1)(𝑞 − 1)

− Choose “random” 𝑝, 𝑞, 𝑑 with gcd 𝑑, 𝜑 𝑝𝑞 = 1, calculate 𝑒 with 𝑒𝑑 = 1mod𝜑 𝑝𝑞 with extended Euclidean algorithm, 

𝑒, 𝑛 public key, 𝑝, 𝑞, 𝑑 private key

− Encryption: message 𝑚 < 𝑛,𝑚𝑒mod𝑛

− Decryption: 𝑚𝑒𝑑 = 𝑚mod𝑛

− Proof: 𝑚𝑒𝑑 = 𝑚𝑘𝜑 𝑛 +1 = 𝑚mod𝑛

− Calculating 𝑑 from 𝑒 and 𝑛 ⟺ calculating 𝜑 𝑛 ⟺ factoring 𝑛 = 𝑝𝑞

− Proof idea: “⟸” 1. 𝜑 𝑝𝑞 = 𝑝 − 1 𝑞 − 1 , 2. extended Euclidean algorithm 𝑒𝑑 + 𝑏𝜑 𝑝𝑞 = gcd 𝑑, 𝜑 𝑝𝑞 = 1

“⟹” 1. 𝜑 𝑝𝑞 = − 𝑝 + 𝑞 + 1mod𝑛, 2. 𝑒𝑑 − 1 = 𝑘𝜑 𝑛 sufficient to factor 𝑛 (see, e.g., Miller, 1975, ERH)

− There are attacks for, e.g., 𝑞 < 𝑝 < 2𝑞, 3𝑑 < 𝑛1/4 (Wiener, 1990) and several others (Zhang, 1999)

− Homomorphic encryption RSA example: (𝑚1𝑚2)
𝑒 = 𝑚1

𝑒
𝑚2

𝑒mod𝑛, in general: enc(op1(𝑚1, 𝑚2)) = op2(enc(𝑚1), enc(𝑚2)) 
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http://people.csail.mit.edu/rivest/Rsapaper.pdf
https://dl.acm.org/doi/pdf/10.1145/800116.803773
https://ieeexplore.ieee.org/document/54902
https://www.fq.math.ca/Scanned/39-3/zhang.pdf
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